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The internet of insecure things: Thousands of
internet-connected devices are a security
disaster in the making
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What to do?

p Better practices for manufacturers?
p Free secure software stacks? €—— \ | 0 T
» International policy, regulation, certification?

p Clear up accountability issues?

p Generate market demand for secure products?
» Quarantine bad actors (e.g. at ISP)?

» Educate users?

» Empower users? “Yes 22







Stichting Internet Domeinregistratie

Nederland (SIDN)

Critical Internet services

» Lookup IP address of a domain name (almost every
interaction)

» Domain name registration

» Manage fault-tolerant and distributed infrastructure

“Catalyst” of the Internet in the Netherlands
» Enable safe and novel use of the Internet

» Improve the security and resilience of the Internet
itself

.l = the Netherlands
17M inhabitants

5.8M domain names
2.8M DNSSEC-signed
1.3B DNS queries/day




SIDN Labs

Goal: thrust operational security and
resilience of the Internet through world-
class measurement-based research and
technology development

Challenges: DNS and Internet security
and resilience, Internet evolution, inter-
domain AAA infrastructures

Daily work: help operational teams, write
open source software, analyze vast amounts
of data, run experiments, write academic
papers, work with universities
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Welcome > Blog Home > Hacks > New Mirai Variant Carries Out 54-Hour DDoS Attacks

NEW MIRAI VARIANT CARRIES OUT 54-HOUR DDOS ATTACKS

Tom Spring

A variant of the Mirai malware pummeled a U.S. college last month with a marathon
54-hour long attack. Researchers say this latest Mirai variant is a more potent version

of the notorious Mirai malware that made headlines in October, targeting DNS
provider Dyn and the Krebs on Security website.
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Security and Privacy for
In-home Networks (SPIN)
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Manufacturer Usage Description Specification
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Abstract

This memo specifies a component-based architecture for manufacturer
usage descriptions (MUD). The goal of MUD is to provide a means for
end devices to signal to the network what sort of access and network
functionality they require to properly function. The initial focus
is on access control. Later work can delve into other aspects.
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The JOY of Tech.. by Nitrozac & Snaggy

The Internet of ransomware things...

HUNGRY? UNTIL YOU
PAY UP AND SEND MONEY 20 BUCKS
HACKERS.
> ACCOUNT I‘LL BE
' OR I'LL ONLY || (BURNING THE
BREW TOAST IF YOU
DON‘T GET
ME SOME

OR I’LL REVERSE BITCOINS.

MY MOTOR AND

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE

A TRANSFER.

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION

WILL BE IN THE
TRASH.

elmer.lastdrager@sidn.nl
https://spin.sidnlabs.nl

EXCUSE US

WIRE MY WHILE WE
PARTICIPATE
HACKER #100 BUSY MINING A Bons

=>

ON STRIKE JL~

THE NEXT TIME
YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS

YOU GIVE ME

SEND ME $25 OR
I’LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

I’M TURNING
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
ACCOUNT!/
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