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<christian@amsuess.com>

Familiarity with CoAP

» Heard of CoAP?
» Used CoAP?
» ...on a different transport than UDP or DTLS?
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CoAP in 100 words or less

» Protocol for embedded devices

» REST Semantics very similar to HTTP
GET, PUT, POST, URIs and paths

» compact encoding, easy to process
» UDP based
» extra features: notifications, FETCH method, powerful proies
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Issues?

» Fragmentation

» Security terminated
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CoAP on RIOT

» CoAP-over-UDP and DTLS
» Others useful?
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CoAP over UDP

» Base transport: UDP

» Header items: Type (CON/NON/ACK/RST), Code, Message
ID, Token

» Reliability: CoAP does retransmits

» Ordering: None — Observe option carries numeric value

24/30



CoAP over Serial / slipmux

» Base transport: Serial line running an extended SLIP

» Header items: Type (CON/NON/ACK/RST), Code, Message
ID, Token

» Reliability: CoAP does retransmits
» Ordering: Full ordering, but Observe defined as in UDP
» Extras: 2 Byte check-sum integrated in CoAP side
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CoAP over TCP

» Base transport: TCP

» Header items: Length, Code, Token

» Reliability: Provided

» Ordering: Provided — Observe is empty
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CoAP over GATT

» Base transport: Bluetooth Low Energy's GATT

» Header items: 1-bit Message ID and confirmation, Code, Token
» Reliability: Partially provided

» Ordering: Provided — Observe is underspecified
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CoAP-over-everythin in RIOT: What do we need?

» Header details hidden from application code

» Transport type metadata provided to application
Alternatively: Higher level abstractions.

» Flexible representations of underlying addresses

» Driver-like model for CoAP transports
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Thanks for having me here

Slides and more links on http://christian.amsuess.com/presentations/2023/

705

summit-coap-over-everything/

Tﬁ'-!-..r_'l

... ._-.lr..

30/30


http://christian.amsuess.com/presentations/2023/summit-coap-over-everything/
http://christian.amsuess.com/presentations/2023/summit-coap-over-everything/


SIMPLE_IMAGES = last-talk.png qr.eps
IMAGES = $(patsubst %,puzzle-layers-%.pdf,${PUZZLE_LAYERS}) ${SIMLPE_IMAGES} $(patsubst %,stack-layers-%.pdf,${STACK_LAYERS}) $(patsubst %,transports-layers-%.pdf,${TRANSPORTS_LAYERS})

all: slides.pdf index.html smallslides.png

puzzle-layers-%.pdf: puzzle.svg Makefile
	@# Layers are selected by ID because of https://gitlab.com/inkscape/inbox/-/issues/3272 and because even if that was supported, we couldn't get the inkscape prefix in.
	inkscape puzzle.svg --actions='select-all:layers;selection-hide;select-by-id:backdrop,${LAYERS};selection-unhide;export-filename:$@;export-do'

# Duplicated because we can't have two wild cards
stack-layers-%.pdf: stack.svg Makefile
	inkscape stack.svg --actions='select-all:layers;selection-hide;select-by-id:backdrop,${LAYERS};selection-unhide;export-filename:$@;export-do'

transports-layers-%.pdf: transports-overview.svg Makefile
	inkscape transports-overview.svg --actions='select-all:layers;selection-hide;select-by-id:${LAYERS};selection-unhide;export-filename:$@;export-do'

puzzle-layers-nosec.pdf: LAYERS=nosec,nosec-direct
puzzle-layers-router.pdf: LAYERS=nosec,nosec-direct,nosec-direct-router
puzzle-layers-router-extra.pdf: LAYERS=nosec,nosec-extrasteps
puzzle-layers-router-extra2.pdf: LAYERS=nosec,nosec-extrasteps,nosec-extrasteps-labels
puzzle-layers-sms.pdf: LAYERS=nosec,udp-vs-sms,udp-vs-sms_no-path
puzzle-layers-sms2.pdf: LAYERS=nosec,udp-vs-sms,udp-vs-sms_simpleproxy
puzzle-layers-sms3.pdf: LAYERS=nosec,udp-vs-sms,udp-vs-sms_proxy
puzzle-layers-tcp.pdf: LAYERS=nosec,udp-vs-tcp
puzzle-layers-tcp2.pdf: LAYERS=nosec,udp-vs-tcp,udp-vs-tcp-rage
puzzle-layers-end-to-end.pdf: LAYERS=end-to-end
PUZZLE_LAYERS = nosec router router-extra router-extra2 sms sms2 sms3 tcp tcp2 end-to-end

stack-layers-base.pdf: LAYERS=stack
stack-layers-focus.pdf: LAYERS=stack,focus
stack-layers-extra.pdf: LAYERS=stack,focus,extra
STACK_LAYERS = base focus extra

transports-layers-basic.pdf: LAYERS=axes,items
transports-layers-distance.pdf: LAYERS=axes,items,distance-to-ip
transports-layers-excuses.pdf: LAYERS=axes,items,distance-to-ip,excuses
TRANSPORTS_LAYERS = basic distance excuses

images: ${IMAGES}

slides.pdf slides.pdfpc: slides.tex images pdfpcnotes.sty
	pdflatex $<
	grep 'may have changed' slides.log && rm $@ && make $@ || true
	sed -i -e 's/\\\\/\n/g' -e 's/\\par/\n\n/g' $@pc

qr.eps:
	qrencode -t eps http://christian.amsuess.com/presentations/2023/summit-coap-over-everything/ -o $@

last-talk.png:
	@echo "This was created manually: Download the talk video from https://www.youtube.com/watch?v=bj2ks9qbB80, and snap a frame around 1:50 in VLC into $@."
	@exit 1

pdfpcnotes.sty:
	wget -O$@ https://github.com/cebe/pdfpc-latex-notes/raw/master/pdfpcnotes.sty



smallslides.png: slides.pdf
	gm convert -density 300 $<[20] -resize 25%% $@

%.html: %.rst
	rst2html $< $@

.phony: images



\documentclass[aspectratio=169]{beamer}

\usepackage{listings}
\usepackage{pdfpcnotes}

% \usepackage{qrcode} doesn't work easily with white-on-black

\usepackage{url}
\usepackage[utf8]{inputenc}

\title{CoAP over Everything}
\author{Christian Amsüss \url{<christian@amsuess.com>}\\\texttt{@chrysn}}
\date{2023-09-10\\Frankfurt, RIOT summit}

\setbeamertemplate{footline}[frame number]

% source code inclusion
\usepackage{navigator}
\embeddedfile[Build using this Makefile]{makefile}{./Makefile}
\embeddedfile[LaTeX source code]{sourcecode}{./slides.tex}
\embeddedfile[Puzzle illustrations]{stack.svg}{./puzzle.svg}

\usecolortheme{albatross} % easiest base for white-on-black
\setbeamercolor{titlelike}{bg=black,fg=white}
\setbeamercolor{normal text}{bg=black,fg=white}

\usepackage{tikz}

% I think that's the newer approach, and it works fine to show an overlay title, but once that contains a pnote things break apart
% \NewDocumentCommand{\fullimage}{ O{} O{} m }{
% % Extra {} around usebackgroundtemplate avoids restoring it to white
% {
%
%   % fcolorbox: would like to get rid of it, but
%   \usebackgroundtemplate{\fcolorbox{black}{black}{\includegraphics[width=\paperwidth]{#3}}}
%   \begin{frame}[plain]{#1}
%   \framesubtitle{#2}
%   \end{frame}
%   }
% }

\newcommand{\fullimage}[2]{
    % full-screen page from https://tex.stackexchange.com/questions/3915/image-on-full-slide-in-beamer-package#3927
    { % all template changes are local to this group.
          \begin{frame}{#2}
            \begin{tikzpicture}[remember picture,overlay]
                \node[at=(current page.center)] {
                    \includegraphics[height=\paperheight]{#1}
                };
            \end{tikzpicture}
         \end{frame}
    }
}

\begin{document}

\frame{\titlepage}

\begin{frame}{Familiarity with CoAP}\Large
  \begin{itemize}
    \item Heard of CoAP?
    \item Used CoAP?
    \item \ldots on a different transport than UDP or DTLS?
  \end{itemize}
\end{frame}

\begin{frame}{CoAP in 100 words or less}\Large
  \begin{itemize}
    \item Protocol for embedded devices
    \item REST Semantics very similar to HTTP

      GET, PUT, POST, URIs and paths
    \item compact encoding, easy to process
    \item UDP based
    \item extra features: notifications, FETCH method, powerful proies
  \end{itemize}
  \pnote{proxies: compatible with encryption}
\end{frame}

\fullimage{last-talk.png}{\pnote{2018 on applications\\2021 on security}}


\fullimage{stack-layers-base.pdf}{}
\fullimage{stack-layers-focus.pdf}{}
\fullimage{stack-layers-extra.pdf}{\pnote{not all IP based\\\\left-right no meaning so far\\slice in horizontally}}

\fullimage{transports-layers-basic.pdf}{\pnote{Ignore Y axis for now-- X is in increasing vagueness\\RFC, LwM2M (some corners cut), I-D, papers\\\\explore challenges by examples}}

\fullimage{puzzle-layers-nosec.pdf}{}
\fullimage{puzzle-layers-router.pdf}{}
\fullimage{puzzle-layers-router-extra.pdf}{\pnote{interfaces and implementations}}
\fullimage{puzzle-layers-router-extra2.pdf}{}
\fullimage{puzzle-layers-sms.pdf}{}
\fullimage{puzzle-layers-sms2.pdf}{\pnote{FQLA = four(quad)letter acronym\\several layers that don't matter here}}
\fullimage{puzzle-layers-sms3.pdf}{Crafted example?}
\fullimage{puzzle-layers-tcp.pdf}{}
\fullimage{puzzle-layers-tcp2.pdf}{}

\begin{frame}{Issues?}\Large
  \begin{itemize}
    \item Fragmentation
    \item Security terminated
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\begin{frame}{CoAP on RIOT}\Large
  \begin{itemize}
    \item CoAP-over-UDP and DTLS
    \item Others useful?\pnote{
* good platform for a proxy, translating any media\\(like a gateway, but not application specific)

* next level portability. Start developing an app on 6LoWPAN.\\Build on board with a LoRaWAN module, same application.\\Next board has BLE.\\Next board has USB.\\App doesn't change, and you can still use the web client you set up for BLE.

for porting: Y axis
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\begin{frame}{CoAP over UDP}\Large
  \begin{itemize}
    \item Base transport: UDP
    \item Header items: Type (CON/NON/ACK/RST), Code, Message ID, Token
    \item Reliability: CoAP does retransmits
    \item Ordering: None -- Observe option carries numeric value
  \end{itemize}
\end{frame}

\begin{frame}{CoAP over Serial / slipmux}\Large
  \begin{itemize}
    \item Base transport: Serial line running an extended SLIP
    \item Header items: Type (CON/NON/ACK/RST), Code, Message ID, Token
    \item Reliability: CoAP does retransmits
    \item Ordering: Full ordering, but Observe defined as in UDP
    \item Extras: 2 Byte check-sum integrated in CoAP side
  \end{itemize}
\end{frame}

\begin{frame}{CoAP over TCP}\Large
  \begin{itemize}
    \item Base transport: TCP
    \item Header items: Length, Code, Token
    \item Reliability: Provided
    \item Ordering: Provided -- Observe is empty
  \end{itemize}
  \pnote{Different Observe value puts it on bottom

  Option changes no problem -- hop by hop}
\end{frame}

\begin{frame}{CoAP over GATT}\Large
  \begin{itemize}
    \item Base transport: Bluetooth Low Energy's GATT
    \item Header items: 1-bit Message ID and confirmation, Code, Token
    \item Reliability: Partially provided
    \item Ordering: Provided -- Observe is underspecified
  \end{itemize}
\end{frame}

\fullimage{transports-layers-basic.pdf}{\pnote{Best choices depend on underlying protocols}}

\begin{frame}{CoAP-over-everythin in RIOT: What do we need?}\Large
  \begin{itemize}
    \item Header details hidden from application code
    \item Transport type metadata provided to application

      Alternatively: Higher level abstractions.
    \item Flexible representations of underlying addresses
    \item Driver-like model for CoAP transports
  \end{itemize}
  \pnote{Progress already being made on struct->accessor

  personal wishlist: GATT, slipmux, USB(spec?), TCP,\\
  OSCORE in regular API\\
  maybe WebSockets (for TLS/cert capable ESP32)

  Achievable until next summit

  Next summit -- announce: Vienna
  CoAP on more RIOT hardware?}
\end{frame}

\begin{frame}{}
    Thanks for having me here

    \vspace{1cm}

    Slides and more links on \url{http://christian.amsuess.com/presentations/2023/summit-coap-over-everything/}
    \pnote{links starting tomorrow}

    \bigskip
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