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Familiarity with CoAP

▶ Heard of CoAP?

▶ Used CoAP?

▶ . . . on a different transport than UDP or DTLS?

2 / 30



CoAP in 100 words or less

▶ Protocol for embedded devices

▶ REST Semantics very similar to HTTP
GET, PUT, POST, URIs and paths

▶ compact encoding, easy to process

▶ UDP based

▶ extra features: notifications, FETCH method, powerful proies
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Fullly specified ········ ········ ········
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Crafted example?
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Issues?

▶ Fragmentation

▶ Security terminated
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End to end security
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CoAP on RIOT

▶ CoAP-over-UDP and DTLS

▶ Others useful?
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CoAP over UDP

▶ Base transport: UDP

▶ Header items: Type (CON/NON/ACK/RST), Code, Message
ID, Token

▶ Reliability: CoAP does retransmits

▶ Ordering: None – Observe option carries numeric value
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CoAP over Serial / slipmux

▶ Base transport: Serial line running an extended SLIP

▶ Header items: Type (CON/NON/ACK/RST), Code, Message
ID, Token

▶ Reliability: CoAP does retransmits

▶ Ordering: Full ordering, but Observe defined as in UDP

▶ Extras: 2 Byte check-sum integrated in CoAP side
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CoAP over TCP

▶ Base transport: TCP

▶ Header items: Length, Code, Token

▶ Reliability: Provided

▶ Ordering: Provided – Observe is empty
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CoAP over GATT

▶ Base transport: Bluetooth Low Energy’s GATT

▶ Header items: 1-bit Message ID and confirmation, Code, Token

▶ Reliability: Partially provided

▶ Ordering: Provided – Observe is underspecified
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CoAP-over-everythin in RIOT: What do we need?

▶ Header details hidden from application code

▶ Transport type metadata provided to application
Alternatively: Higher level abstractions.

▶ Flexible representations of underlying addresses

▶ Driver-like model for CoAP transports
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Thanks for having me here

Slides and more links on http://christian.amsuess.com/presentations/2023/

summit-coap-over-everything/
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  \begin{itemize}
    \item Heard of CoAP?
    \item Used CoAP?
    \item \ldots on a different transport than UDP or DTLS?
  \end{itemize}
\end{frame}

\begin{frame}{CoAP in 100 words or less}\Large
  \begin{itemize}
    \item Protocol for embedded devices
    \item REST Semantics very similar to HTTP

      GET, PUT, POST, URIs and paths
    \item compact encoding, easy to process
    \item UDP based
    \item extra features: notifications, FETCH method, powerful proies
  \end{itemize}
  \pnote{proxies: compatible with encryption}
\end{frame}
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\begin{frame}{Issues?}\Large
  \begin{itemize}
    \item Fragmentation
    \item Security terminated
  \end{itemize}
\end{frame}

\fullimage{puzzle-layers-end-to-end.pdf}{End to end security\pnote{See 2021 presentation\\\\OSCORE also prev. talks -- not only size!}}

\fullimage{transports-layers-distance.pdf}{\pnote{Color: How much does it affect us}}
\fullimage{transports-layers-excuses.pdf}{\pnote{Tabs by example. I2C b/c no spec.\\TCP b/c weird firewalls (or performance).\\UNIX sockets b/c no secure loopback setup.\\GATT and USB b/c browser won't give UDP.\\Gist: if UDP is fine, just do it. If reasons, make it work.\\\\b4 details: RIOT}}

\begin{frame}{CoAP on RIOT}\Large
  \begin{itemize}
    \item CoAP-over-UDP and DTLS
    \item Others useful?\pnote{
* good platform for a proxy, translating any media\\(like a gateway, but not application specific)

* next level portability. Start developing an app on 6LoWPAN.\\Build on board with a LoRaWAN module, same application.\\Next board has BLE.\\Next board has USB.\\App doesn't change, and you can still use the web client you set up for BLE.

for porting: Y axis
}
  \end{itemize}
\end{frame}

\fullimage{transports-layers-basic.pdf}{}

\begin{frame}{CoAP over UDP}\Large
  \begin{itemize}
    \item Base transport: UDP
    \item Header items: Type (CON/NON/ACK/RST), Code, Message ID, Token
    \item Reliability: CoAP does retransmits
    \item Ordering: None -- Observe option carries numeric value
  \end{itemize}
\end{frame}

\begin{frame}{CoAP over Serial / slipmux}\Large
  \begin{itemize}
    \item Base transport: Serial line running an extended SLIP
    \item Header items: Type (CON/NON/ACK/RST), Code, Message ID, Token
    \item Reliability: CoAP does retransmits
    \item Ordering: Full ordering, but Observe defined as in UDP
    \item Extras: 2 Byte check-sum integrated in CoAP side
  \end{itemize}
\end{frame}

\begin{frame}{CoAP over TCP}\Large
  \begin{itemize}
    \item Base transport: TCP
    \item Header items: Length, Code, Token
    \item Reliability: Provided
    \item Ordering: Provided -- Observe is empty
  \end{itemize}
  \pnote{Different Observe value puts it on bottom

  Option changes no problem -- hop by hop}
\end{frame}

\begin{frame}{CoAP over GATT}\Large
  \begin{itemize}
    \item Base transport: Bluetooth Low Energy's GATT
    \item Header items: 1-bit Message ID and confirmation, Code, Token
    \item Reliability: Partially provided
    \item Ordering: Provided -- Observe is underspecified
  \end{itemize}
\end{frame}

\fullimage{transports-layers-basic.pdf}{\pnote{Best choices depend on underlying protocols}}

\begin{frame}{CoAP-over-everythin in RIOT: What do we need?}\Large
  \begin{itemize}
    \item Header details hidden from application code
    \item Transport type metadata provided to application

      Alternatively: Higher level abstractions.
    \item Flexible representations of underlying addresses
    \item Driver-like model for CoAP transports
  \end{itemize}
  \pnote{Progress already being made on struct->accessor

  personal wishlist: GATT, slipmux, USB(spec?), TCP,\\
  OSCORE in regular API\\
  maybe WebSockets (for TLS/cert capable ESP32)

  Achievable until next summit

  Next summit -- announce: Vienna
  CoAP on more RIOT hardware?}
\end{frame}

\begin{frame}{}
    Thanks for having me here

    \vspace{1cm}

    Slides and more links on \url{http://christian.amsuess.com/presentations/2023/summit-coap-over-everything/}
    \pnote{links starting tomorrow}

    \bigskip
    \center \includegraphics[width=3.2cm]{qr.eps}

    \bigskip
  % FIXME: why is there no \thetitlegraphic?
  \centering
  %\raisebox{0.5cm}{\includegraphics[width=2cm]{riot.png}}
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