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Datagram Transport
Layer Security

TLS adapted for UDP
(instead of TCP)

Often preferred in loT

Cynthia Lee

Jakob Hermanowski | The D in sock_tls stands for Datagram 4/18


https://cynthialee.xyz/tls

DTLS in RIOT

Oct 30 Aug 27 Sep 11
’ ’ ’ Dec 5,
2016 2019 2019 2019
2016
Tinydtls integrated Aiman Ismail wolfSSL tinydtls sock dtls
into RIOT by Raul (@pokgak) integrated into implementation
[Fuentes (@rfuentess) |introduces the| | RIOT by Daniele | | added by Aiman
#5305 sock dtls API Lacamera Ismail (@pokgak)
#11909 (@danielinux) #11943
'—b tinydtls ot L
[ > wolfssL
[ > sock API
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Dec 27,
2020

2026

Aiman Ismail
(@pokgak) begins|
to implement the

sock dtls for

wolfSSL but
never finishes
#15698
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DTLS in RIOT in the future

Application
bp Sock API
i« - S
[
sock dtls : sock tls |
\_ JI ~
N N
h J h 4 tL
pkg/tinydtls pkg/wolfSSL Currently not
implemented
- - l e
2 PR 2 .7
r | s
DTLS I TLS " e
functionality : functionality ,
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DTLS in RIOT currently

sock_dtls is only
implemented for
tinydtls

wolfSSL has the
module sock_tls, that
provides DTLS
functionality
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TLS Socket API: Add TLS-over-TCP Implementation Using wolfSSL
#21535

Bilal-Alali wants lo merge 4 commils into RIOT-0S:naster fom Bllal-alali:paster (O

+1,800 seE88

LY Conversation 22 o Commils 4 Fl Checks o [ Files changed 18

~ (1) sys/nec/sockstls/sock_tls.c (O
21 +

2z + static int _wolfss1l_tcp_receive(WOLFSSL* ss1, char® buf, int sz, woid* ctx) {

AWS loT core and Azure loT Hub require TLS
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PR #21535
Application /

Existing TLS pullrequest

Implementation- e
specific code in sock-dts socktls | | bijeacic s
generic sys/net/sock l | |

sock tls API does not pkgytinydtls pkg/wolfSSL «— sock tls_tcp

exist \/ \

DTLS TLS
functionality functionality
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Cleaning up

[0 Change naming scheme for
wolfSSL

O Implementing sock_ditls for
wolfSSL
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Design choices - Timeouts
WolfSSL UDP receive callback:

Deadline

NO

if (wolfSSL_timeout < api_timeout) {

timeout = wolfSSL_timeout; WEE s 0T

wolfSSL timeout

}

udp_recv with
timeout

Data revieced? »~YES»
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Design choices - Vectored I/0 b

Memory

WolfSSL does not
support vectored I/O ]

TWORKf'>
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Design choices - Nonblocking Al

We force wolfSSL to only send the ClientHello to respect
the API specification

wolfSSL_set using nonblock(remote->ssl,

ret = wolfSSL_connect(remote->ss1),
wolfSSL_set using nonblock(remote->ssl,
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Future work S

[ Revisiting the sock_dtls API ONEDOES HBT SIMPLY
specification

[J Enabling DTLS 1.3

[ Introducing sock_tls API m:msmmsmsmu

wy
O Implementing sock_tls API for -
WOlfSSL TLS 1.3 - Eric Rescorla
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https://datatracker.ietf.org/doc/rfc9147/
https://www.ietf.org/proceedings/96/slides/slides-96-tls-4.pdf
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You made it to the end!
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