
The D in sock_tls
stands for Datagram

Jakob Hermanowski

Frankfurt University of Applied Sciences

jakob@jhermanowski.de
September 3, 2026



Who am I?

Jakob Hermanowski | The D in sock_tls stands for Datagram 2 / 18



Agenda

DTLS in RIOT

TLS in RIOT

My work on DTLS

Future work

Jakob Hermanowski | The D in sock_tls stands for Datagram 3 / 18



Recap: What is DTLS?

Datagram Transport
Layer Security

TLS adapted for UDP
(instead of TCP)

Often preferred in IoT

Cynthia Lee
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https://cynthialee.xyz/tls


DTLS in RIOT
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DTLS in RIOT in the future
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DTLS in RIOT currently

sock_dtls is only
implemented for
tinydtls
wolfSSL has the
module sock_tls, that
provides DTLS
functionality
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Existing TLS pull request

AWS IoT core and Azure IoT Hub require TLS
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Existing TLS pullrequest

Implementation-
specific code in
generic sys/net/sock
sock_tls API does not
exist

Jakob Hermanowski | The D in sock_tls stands for Datagram 10 / 18



Cleaning up

� Change naming scheme for
wolfSSL

� Implementing sock_dtls for
wolfSSL
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Design choices - Timeouts

WolfSSL UDP receive callback:
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Design choices - Vectored I/O

WolfSSL does not
support vectored I/O
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Design choices - Nonblocking

We force wolfSSL to only send the ClientHello to respect
the API specification
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Future work

� Revisiting the sock_dtls API
specification

� Enabling DTLS 1.3
� Introducing sock_tls API
� Implementing sock_tls API for

wolfSSL TLS 1.3 - Eric Rescorla
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https://datatracker.ietf.org/doc/rfc9147/
https://www.ietf.org/proceedings/96/slides/slides-96-tls-4.pdf


Questions
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