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MAIN GOAL

Integrate lIbSCHC for

- standard, IPv6-based connectivity to the smallest devices

* reliable fragmentation at MAC layer
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OBJECTIVES

1. SCHC for end-to-end security
1. CoAP + OSCORE

2. RIOT on LoRaWAN gateway/network server

3. SCHC as a generic framework

1. HTTP, CoAP, MQTT
2. NDN?

4. SCHC for reliable fragmentation
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COMPRESSION
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Currently

GNRC NETTYPE SCHC
bypasses the gnrc udp and
gnrc ipvé layer ("Error: unable to locate SCHC

thread"

/* send packet */
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LIBSCHC

What it should be

« Behave like gnrc 610
adaptation layer
(fragmentation +
compression)

« Fragmentation w/o
compression
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Layers can be identified by

RIOT USIng #define USE COAP
GNRC NETTYPE x: NnO #define USE UDP

Configurotion tdefine USE IPv6

Currently set at compile time
inside compressor
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Use a protocol parser per
layer

« detect protocol stack at
compile time
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#if USE IPvV6

#fendif
#if USE_UDP

#fendif
#if USE_COAP

#fendif




LIBSCHC

Protocol parser per layer

« What about OSCORE?
How can we offer SCHC
(L2) + OSCORE (L5)?

« Compressionin 2 steps
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CoAP/OSCORE Masage OSCORE Plaintexs
Et-ttl-:lcndemsgﬂ in:nde
i Token i Options (E) |
! l
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FRAGMENTATION
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Fragmentation
« [iIbSCHC requires

 information about the
netif (MTU, duty cyle)

- configuration per packet
for
« reliability mode
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// network driver MTU
// 5 seconds duty cycle

// the device
id of the connection

("schc: Can not retrieve

/* release original headers and payload */

/* start fragmentation loop */



CURRENT
IMPLEMENTATION

Memory management

- fragmented packet uses
pre-allocated chunk of
memory, stored in a mbuf
(network memory buffer
chain

« contains a pointerto
headers and payload
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/* the length of the fragment */

/* pointer to the chunk of memory */

/* pointer to the next mbuf */




FRAGMENTATION
MANAGEMENT

Abstraction required

e differentiate between
end-devices

. p033|b|I|ty to

reorder linked list (missing
fragments)

- take asingle payload byte
from the chain
to calculate MIC

RIOT SUMMIT 2020

FRAGMENTATION MANAGEMENT in |[ibSCHC



Set lcl_bm(FCN) | W W |discard
+¥+===t===+===+=+%
L e e e e + Rcwv +--=>% ABORT
LIBSCHC . o]
te====d==d=====+
All-8 & w=expect | * w =next & not-All

|expected = next window

send lcl_bm |Clear lel_bm

I
|
| set lcl_bm(FCN)
I
I
| w=expected & not-All

|

|

|

|

|
set lcl_bm{FCN)+-+ | +-—+ w=next & ALL-0

|

|

v

I if lel_bm full | |
| send lcl_bm | | | | expected = nxt wnd
o | v o | | Clear lcl_bm
libSCHC works on a per e L
| discard = Mext |
f t b ° th t | t | AlL-8 +----——-—- + Window  +--->* ABORT
rqg en GSIS G re O eS snd 'I.c'l_ibm A'L'I.—i+& w=next | |+ All-1 & w=nxt
& RCS wrong| | & RCS right

T T P T P R P

I
L] o |
to the original packet | ey | ey
! send lcl_bm| |send lcl_bm
IAII_—l & w=expected I
|& RCS wrong v +--—+ w=expected &
: +

« Receiver can ask the

====+==fF==+ | RLS Wrong
° . | set lel_bm{FCN) | R e e
retrO nsm ISSIOn Of G | send lcl_bm | wait End | set Llcl_bm{FCN)
R e >+ +--=>% ABORT
. re t===+====+=+-+ AL1-1&RCS wrong
SpeCIfIC frqgl I Ient w=expected & RCS right]| +———Ir send Llcl_bm
TTTTTTTTTTTTTTTTTTTTTT |
SEL LC L OmreN) | +-+ Not All-1
send lcl_bm | | | ~~~mmmm
| | | discard
All-liéw=expected & RCS right | | |
"""""""""""""""""""""""""""" v | v +---—+All-1
|set lcl_bm(FCN) +SHTHT+THETA |
|send lcl_bm | +<+Send lcl_bm
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Set lcl_bm(FCN) | W W |discard
+¥+===t===+===+=+%
L e e e e + Rcwv +--=>% ABORT
LIBSCHC . o]
te====d==d=====+
All-8 & w=expect | * w =next & not-All

|expected = next window

send lcl_bm |Clear lel_bm

I
|
| set lcl_bm(FCN) |
I |
I I
| w=expected & not-All |
I
set lcl_bm{FCN)+-+ | +-—+ w=next & ALL-0
|
I
v

|
|
|
|
| | | expected = nxt wnd
|
a

I if lel_bm full | | | |~
| send lcl_bm | |
. | v | | | Clear lcl_bm

Receiver should be able to it aeran A o T

| discard = Mext |
t tth ° M I | AlL-0 +----———-- + Window  +--->#% ABORT
recons rUC e Orlg I nq snd 'I.c'l_ibm A'L'I.—i+& w=next | |+ All-1 & w=nxt
& RCS wrong| | & RCS right

T T P T P R P

I

|

| set lcl_bm(FCN)| |set lcl_bm{FCN)
| send lcl_bm| |send lcl_bm
i
|
I

packet (removing the
fragmentation headers) to

I

All-1 & w=expected |

& RCS wrong v +--—+ w=expected &
+

F====t+t==f==+ | RLS Wrong
calculate the RCS (MIC) BTN s
|send lcl_bm | Wait End | set Lcl_bm{FCN)
e >+ +--=»#% ABORT
t===+====+=+-+ ALL-1&RCS wrong
A | wwwwwwwwwwwwwww
o mbuf w=expected & RCS right]| F———F send lcl_bm
TTTTTTTTTTTTTTTTTTTTTT |
SEL LC L OmreN) | +-+ Not All-1
send lcl_bm | | | ~~~mmmm
| | | discard
All-liéw=expected & RCS right | | |
~~~~~~~~~~~~~~~~~~~~~~~~~~~~ v | v +--—-—+All-1
|set lcl_bm(FCN) +SHTHT+THETA |
|send lcl_bm | +<+Send lcl_bm
RIOT SUMMIT 2020 e e e e >+ END |




RIOT INTEGRATION

Currently poor memory MEMORY ANAGENENT: RIDT
management in 1ibSCHC.
- Separate memoryand .

mbuf logic and instead

FRAGMENTATION MANAGEMENT: |[ibSCHC

use pktsnip
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RIOT INTEGRATION

e RIOT as a SCHC network
gateway

* pktqueue to queue
packets for multiple
devices that are restricted
in downlink communication

« Configuration?
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/* combine compression and fragmentation
parameters */

/* save rules in flash */

« Device configuration

/* rules for a particular device */
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« Setting up the context
« RIOT filesystem?
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#if USE_UDP

"src port",

"dest port",

"length"

"checksum"

#endif
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