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https://github.com/lupyuen

The year is 2020. Our story is about a learner (“Padawan”) and a teacher (“Sensei”)...

Padawan: | want to make a watch face that looks
like this. Can you guide me Sensei?

Sensei: That's easy. Here's a watch face....
Take this program and change it.

Padawan knows Arduino and tries
to change the program...

, "%02d:%02d",




Padawan programmed all night... But failed. The next day...

Padawan: Sorry Sensei, the program is acting really strange.
| only added two newlines “\n\n” like this...

[6];

, "%02d\n\n%02d",

Sensei sighs.
It's 2020... There must be a better way to learn Embedded Programming....
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Sensei: What we have here is a Buffer Overflow problem.
Do you know what that is?
Padawan: Not really... May | ask some questions?

Padawan started asking many, many questions...

Why should this be 7 chars? What's a stack?

What's a terminating null? Why

b Ut i em d it need space if it's null?
What's “sprintf”? oes | P

What's “%02d"? How “ »
. Is “\n” one char or two?
many chars is that?

Sensei wondered... How did a simple watch face... Become so complicated?

efefejejejejejejafofajejejejelajenle 4



Sensei: Tell you what... Let’s code this the Safer way with “snprintf”

[64];

, Sizeof( ), "%02d\n\n%02d",

Padawan: What'’s “snprintf”?

Sensei: Well to format something for printing we call “printf”...
To format something into a string buffer we call “sprintf”...
To format something into a string buffer limited by size we call “snprintf”...
And to get the size of the string buffer we call “sizeof”...
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(Silence)
Sensei: Are you still there, Padawan?

Padawan has slipped away to play Fortnite...
Never returning to Embedded Programming... Ever again!

Whose fault is it? Sensei’s fault of course!

Sensei failed to provide a safe and sensible environment for learners to experiment
with Embedded Programming...

It's A Trap!
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We Need A Scaffold

... A Scaffold that prevents Padawans from falling into traps and never recovering
... Guide the learner towards difficult topics

... But feed them the skills one small chunk at a time

Instructional scaffolding

From Wikipedia, the free encyclopedia

Instructional scaffolding is the support given to a student by an instructor throughout the learning process. This support is specifically tailored
to each student; this instructional approach allows students to experience student-centered learning, which tends to facilitate more efficient
learning than teacher-centered learning.["! This learning process promotes a deeper level of learning than many other common teaching
strategies.




Consider This Rust Scaffold

Rust infers the types of our
variables

Mutable variables must
be declared “mut” let mut buffer = new_string();

“write!” is a macro that
checks the type of each

write! ( parameter

&mnut buffer,
... And must be passed as "{:02}:{:02}\0",

[(§ »
mut hour,
minute In case of overflow, program

) .expect ("time fail"); halts with an error “time
' fail”
Rust works with LVGL
and other C libraries label o set_text( Mandatory error checking
time_label, with “?”

&to_strn( &buffer ) '
) 72
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https://github.com/AppKaki/lvgl-wasm/blob/rust/rust/app/src/watch_face.rs

Watch Face: C vs Rust

let mut buffer =

( (
&

"%02d :%02d" , "{:02}:{:02}\0",

("time fail");
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We solve this by creating a
static mutable buffer... Which
static mut BUFFER: String = new_string(); extends its Lifetime

Safer Rust

Rust can detect subtle code
safety issues... That most C unsafe {
coders won't notice
BUFFER.clear(); But static mutable buffers are
inherently unsafe... What if two
write! ( threads try to update the same

&mut BUFFER, buffer?
Uh-oh... Rust senses that the "{:02}:{:02}\0",

external C function “set_text” may houz, i e e o s i aaet

SENE S22 [ESUER : exmi'c‘::ftime fail™); as “unsafe”... And ensure that
-€Xp ! the buffer is used by only one

The buffer lives in the stack. If RIOT thread

“set_text” saves the buffer pointer
for future access, this program ma SERes SeTELe Xt
’ prog Y time_label,

crash! &to_stxn( &BUFFER )

) 2

}

github.com/AppKaki/lvgl-wasm/blob/rust/rust/app/src/watch_face.rs
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https://github.com/AppKaki/lvgl-wasm/blob/rust/rust/app/src/watch_face.rs

Rust on RIOT for PineTime Smart Watch

) ) ) ) Watch Face R
github.com/lupyuen/pinetime-rust-riot Rust Static Library, no_std (No Heap) v
Forked from Koen Zandberg: github.com/bosmoment/PineTime-apps heapless Strings & Vectors S

Safe Wrapper: bindgen, Igvl-rs* T
Why RIOT? |} |} |} |} |} |} | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | ICI
App Framework LVGL Ul Library
® Modern Embedded OS
® Strong Friendly Community ,
RIOT Operating System
® F[reedom to Innovate Threading, Messaging, Networking, Drivers,

NimBLE, MCUBoot, MCUMgr*

We Need Your Help To Grow Rust On RIOT! o
PineTime Smart Watch

nRF52832, 64 KB RAM, 512 KB ROM, 4 MB SPI Flash, ST7789

o Because many Padawans are Wait—ing Display, CST816S Touch Panel, BMA421, HRS3300, BLE

(o sfleflofloflofofoflofofloflofofollefoflofleofolfo g


https://github.com/lupyuen/pinetime-rust-riot
https://github.com/bosmoment/PineTime-apps
https://github.com/bosmoment/PineTime-apps

WebAssembly Simulator for Rust on RIOT

Watch Face

github.com/AppKaki/lvgl-wasm/tree/rust Rust Static Library, no_std (No Heap),
heapless Strings & Vectors

Star Trek has a Holodeck...
We have a WebAssembly Simulator to
keep Padawans engaged

® \Watch Face code (Rust) runs in a
Web Browser

® Build in the cloud with GitHub
Actions

® Great for learning and iterative
development
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https://github.com/AppKaki/lvgl-wasm/tree/rust

(O & appkaki.github.io/lvgl-was @

PineTime Watch Face Simulator (More info)

WebAssembly Simulator for emscripten
Rust on RIOT

01:25

Online Demo 2 July 2020
appkaki.github.io/lvgl-wasm/rust.html

In JavaScript: Rendering canvas...

In C: Init display...
SOUI’CG COde Trace: lv_init started (lv_obj.c #133 lv_init())
Info: lv_init ready (lv_obj.c #184 1lv_init())
github.com/AppKaki/lvgl-wasm/tree/rust [oooh; Screen (jeate started  (lv.obj.c #226
Info: Object create ready (lv_obj.c #415
lv_obj_create())
Trace: Screen create started (lv_obj.c #226
lv_obj_create())
Info: Object create ready (lv_obj.c #415
lv_obj_create())
Trace: Screen create started (lv_obj.c #226
lv_obj_create())
Info: Object create ready (lv_obj.c #415

lv_obj_create())

In Rust: Creating clock...

In C: Getting screen...

Trace: label create started (lv_label.c #79
lv_label_create())

e e e e e 1 e 1 s e e | e e eI



https://appkaki.github.io/lvgl-wasm/rust.html
https://github.com/AppKaki/lvgl-wasm/tree/rust

Simplify Embedded Programs with Rust on RIOT

github.com/AppKaki/druid-Ivgl

Can we create watch faces with a Rust
Declarative Ul like Druid?



https://github.com/AppKaki/druid-lvgl

Visual Embedded Rust

github.com/lupyuen/visual-embedded-rust

Drag and drop to create watch apps
with Declarative Ul

VSCode Extension with
Druid + Blockly (Scratch)

o...r"i m.ﬁ ,.[H _:N _N _N il il il i

= Visual Embedded Rust x

pine!

Blocks Rust
Widgets
Events
Pins

XML

on start
set CI 0 | O

tog\c (2] create app with | label [T padding B

Moc:is TS my_button & () Press Me | padding E)
al

Text

Lists
Colour
CoAP

Variables
Functions

visual.rs

time-rust-mynewt > rust > app > src > visual.rs

1

#[infer_type]

on_my_button_press(ctx: _, state: _, env: _
console::print("on_my_button_press\n");

state.count
}

[ dispatch < @0/ 168 RLS

= state.count + 1;

17
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https://github.com/lupyuen/visual-embedded-rust

Simplify Embedded Programs with Rust on RIOT

Let's create a watch app...

To make sure my family members
(and my pet)
don’t wander off too far away...

Perfect for Bluetooth Mesh
with RIOT and NimBLE!

(1

——>@
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@ C device_composition.c X B Preview custom.md W © ® D € device_composition.c C device_composition.c
master-pinetime-rust-mynewt > apps > my_sensor_app > OLDsrc > C device. it P ister-pineti st-mynewt > apps > my_sensor.app > OLDsrc > C device compasition.c » .. master-pinetime-rust-mynewt > apps > my_sensor_app > OLDsrc » € device_composition.c > ...
0 37 #include "transition.h" - [ e M
& ) ) o . - 453 static void gen_level_set(struct bt_mesh_model *model, 1288
33 39 static struct bt_mesh_cfg_srv cfg_srv = { 404 struct bt mesh msg ctx ctx, 1289  static void light_lightness_set_unack(struct bt_mesh_model +model
a1 49 .relay = BT_MESH_RELAY_ENABLED, 495 struct os_mbuf *buf) 1290 struct bt_mesh_msg_ctx *ctx,
41 .beacon = BT_MESH_BEACON_ENABLED, 496 1201 struct os_mbuf *buf)
: i
t? : . 497 us_t tid, tt, delay; 1202 {
43 #if defined (CONFIG_BT_MESH_FRIEND) 498 s16_t levals 1293 us_t tid, tt, delay;
- 44 .frnd = BT_MESH_FRIEND_ENABLED, o g ’ 1294 uls.t .c;u. . ’
: Y ; 9 _ 5
=® - *E‘SEF 4 - BT MESH_FRIENDNOT SUPPORTED 500 struct generic_level_state #state = model->user_data; 1295 564_t now;
5 o Tfr" = e =0 > 501 1296 struct 1ight_lightness_state xstate = model->user_data;
B 47 #endi 502 level = (s16_t) net_buf_simple_pull_lel6(buf); 1297
5. 503 tid = net_buf_simple_pull_us(buf); 1208 actual = net_buf_simple_pull_lei6(buf);
49 #if defined (CONFIG_BT_MESH_GATT_PROXY) 504 1299 tid = net_buf_simple_pull_u8(buf);
A 50 .gatt_proxy = BT_MESH_GATT_PROXY_ENABLED, 505 now = k_uptime_get(); 1300 - . - B ’
g - n ’ .
:1 felse T MESH_GATT_PROXY_NOT_SUPPORTED 506 if (state—>last_tid = tid && 1301 now = k_uptime_get();
N JZ # d‘iatt_w“y o AT A ! 567 state—>last_src_addr = ctx—>addr & 1302 if (state—>last_tid = tid &&
o e 5608 state—>last_dst_addr = ctx->recv_dst & 1303 state->last_src_addr = ctx—>addr &
54
® £ ool it = 509 (now — state—last_msg_f timestump <= K_SECONDS(6))) { 1304 state—>last_dst_addr == ctx—»recv_dst &&
55 .default_ttl = 10 gen_level_get(model, ctx, buf) 1305 (now - state—>last_msg_timestamp <= K_SECONDS(6))) {
56
® 5 gz Unfortunately it takes 2,700 lines of C code
58 .net_transmit = BT_MESH TRANSHIT(2 20), 7. cee
@ = i 514 switch (buf—>om_len) { 1309 switch (buf—om_len) {
60 i 2 AFREIEE T LD Zee el 515 case @x00: /* No optional fields are available =/ 1310 case x80: /* No optional fields are available */
61 .relay_retransmit = BT_MESH_TRANSMIT(3, 20), — s e tt = default_tt;
22 1 517 de\ay = 0; delay = o}
- 518
e e et - “To.create a simple Bl UEtOOi'th Mesh ap
65 I 520 tt = net_buf_simple_pull_u8(buf); net_buf_simple_pull_us(buf);
s 521 if ((tt & 8x3F) = Ox3F) { 1316 if ((tt & 8x3F) = 0x3F) {
67 static struct bt_mesh_model pub health_pub; o Sy o M
68 523 1318
69  static struct bt_mesh_model_pub gen_onoff_srv_pub_root; 524
76 static struct bt_mesh_model_pub gen_onoff_cli_pub_root; - aefly - uf 32 ?;uf)
71 static struct bt_mesh_model_pub gen_level_srv_pub_root; 526 al I I IS On 31;S| I I I ] 1 ; '
72 static struct bt_mesh_model_pub gen_level _cli_pub_root; - s
73 static struct bt_mesh_model_pub gen_def_trans_time_srv_pub; 528 ST 1323 return;
74  static struct bt_mesh_model_pub gen_def_trans_time_cli_pub; g > ’ a2h 3 :
75  static struct bt_mesh_model_pub gen_power_onoff_srv_pub; [ 1325
76  static struct bt_mesh_model_pub gen_power_onoff_cli_pub; *ptr er = 0;
77 static struct bt_mesh_model _pub light_lightness_srv_pub; P( S ?
L e e »with a Domai n = pecr ctan guage
.
79  static struct bt_mesh_model_pub light_ctl_srv_pub; 534 sm le—>last_tid = tid; state—>last_tid = tid;
86  static struct bt_mesh_model_pub light_ctl_cli_pub; oo s 1330 state->last_src_addr = ctx—>addr;
81 static struct Zt_mes:_moje:_nu: »/mi_iub,1 . 536 state->last_dst_addr = ctx—>recv_dst; 1331 state—>last_dst_addr = ctx—>recv_dst;
82  static struct bt mesh_model_pub gen_level_srv_pub_s0; e i o o oD C 1332 state—>last_msg_timestamp = now;
83 static struct bt_mesh_model_pub gen_level_cli_pub_s8; 538 state—>target_level = level; 1333
84 539 1334 if {(actual > 0 &% actual < state—>Llight_range_min) {
& ) ot b . hesteh oub. 540 if (state->target_level != state—>level) { 1335 actual = state->light_range_min;
S SIE SN ee R S sl gl g 541 level_tt_values(state, tt, delay); 1336 } else if (actual > state->light_range_max) {
87 static struct os_mbuf xbt_mesh_pub_msg_gen_onoff_srv_pub_root; 542 3 elsa 1337 actual = state—>light_range_max;
88 static struct os_mbuf *bt_mesh_pub_msg_gen_onoff_cli_pub_root; . gen_level_get (nodel, ctx, buf); e } e
89  static struct os_mbuf *bt_mesh_pub_msg_gen_level_srv_pub_root; o zen-level-wbl1sh(mf‘ade‘.): ’ 1339
96 static struct os_mbuf *bt_mesh_pub_msg_gen_level cli_pub_root; e e ’ e et feEol © peinsilp
91 static struct os_mbuf #bt_mesh_pub_msg_gen_def_trans_time_srv_pub o } ’ 1341 - ’
92 static struct os mbuf #bt_mesh pub_msg_gen def_trans_time cli_pub  _ o if (state—>target_actual != state—>actual) {
EE] s(ah‘c struct os_mbuf tht_mesh_pub_msg_gen_pawer_cmoff_sr\f_yub; 548 o ey antane o Bhl anad tion 1343 light_lightness_actual_tt_values(state, tt, delay);
94  static struct os_mbuf *bt_mesh_pub_msg_gen_power_onoff_cli_pul iy N 1344 D cileo o
95  static struct os_mbuf xbt_mesh_pub_msg_light_lightness_srv_pub; o g v e 1345 Tight_lightness_publish(model) ;
96  static struct os_mbuf *bt_mesh_pub_msg_light_lightness_cli_pub; . ) 1346 e
@ 97  static struct os_mbuf *bt_mesh_pub_msg_light_ctl_srv_pub; 552 1347 3} :
98  static struct os_mbuf +bt_mesh_pub_msg light_ctl_cli_pub; s‘ateﬁ,"ans 5 = true; 277
99  static struct os_mbuf #bt / h / fbi b / /bl h d | I 2/ /d 778
@ o oo vgithireem/apache /m» yRewi=Rimie ohjmaster/apps/bls m‘ es -models-example_2/sre/devicer cerm» pesition.e
static struct os_mbu A e o SN FLeVel tdhﬁ.*-h‘( o ey s =7y ;_.J(““égltra“ un-@énum:bi _/e)_q_ =1z

101 static struct os mbuf

uc bt Fesh pub nag gen level EE
O Gollad @AAD [master-pinet

rad} ==

® ® ® € device_composition.c

master-pinetime-rust-mynewt > apps > my_sensor_app > OLDsrc > C device composition.c > ...

2716 NULL),

2717

2718 BT_MESH_MODEL (BT_MESH_MODEL_ID_GEN_POWER_ONOFF_SRV,
2719 gen_power_onoff_srv_op, &gen_power_onoff_srv_pub,
2720 &gen_power_onoff_srv_user_data),

2721 BT_MESH_MODEL (BT_MESH_MODEL_ID_GEN_POWER_ONOFF_SETUP_SRV,
2722 gen_power_onoff_setup_srv_op,

2723 &gen_power_onoff_srv_pub,

2724 &gen_power_onoff_srv_user_data),

2725 BT_MESH_MODEL (BT_MESH_MODEL_ID_GEN_POWER_ONOFF_CLT,
2726 gen_power_onoff_cli_op, &gen_power_onoff_cli_pub,
2727 NULL),

2728

2729 BT_MESH_MODEL (BT_MESH_MODEL_ID_LIGHT_LIGHTNESS_SRV,
2730 light_lightness_srv_op, &light_lightness_srv_pub,
2731 &light_Llightness_srv_user_data),

2732 BT_MESH_MODEL (BT_MESH_MODEL_ID_LIGHT LIGHTNESS_SETUP_SRV,
2733 light_lightness_setup_srv_op,

2734 &light_lightness_srv_pub,

2735 &light_lightness_srv_user_data),

2736 BT_MESH_MODEL (BT_MESH_MODEL_ID_LTIGHT_LIGHTNESS_CLT,
2737 light_lightness_cli_op, &light_lightness_cli_pub,
2738 NULL),

2739

2740 BT_MESH_MODEL (BT_MESH_MODEL_ID_LIGHT_CTL_SRV,

2741 light_ctl_srv_op, &light_ctl_srv_pub,

2742 &light_ctl_srv_user_data),

2743 BT_MESH_MODEL (BT_MESH_MODEL_ID_LIGHT_CTL_SETUP_SRV,
2744 light_ct1_setup_srv_op, &light_ctl_srv_pub,
2745 &light_ctl_srv_user_data),

2746 BT_MESH_MODEL(BT_MESH_MODEL_ID_LTGHT CTL_CLT,

2747 light_ctl_cli_op, &light_ctl_cli_pub,

2748 NULL),

2749 13

2750

2751  struct bt_mesh_model vnd_models[] = {

2752 BT_MESH_MODEL_VND(CID_RUNTIME, @x4321, vnd_ops,

2753 &vnd_pub, &wnd_user_data),

2754 };

2755

2756  struct bt_mesh_model s6_models[] = {

2757 BT_MESH_MODEL (BT _MESH_MODEL_ID_GEN_LEVEL_SRV,

2758 gen_level_srv_op, &gen_level_srv_pub_se,
2759 &gen_level_srv_s0_user_data),

2760 BT_MESH_MODEL (BT_MESH_MODEL_ID_GEN_LEVEL_CLI,

2761 gen_level _cli_op, &gen_level cli_pub_s8,
2762 NULL),

2763

2764 BT_MESH_MODEL(BT_MESH_MODEL_ID_LTGHT_CTL_TEMP_SRV,
2765 light_ct1_temp_srv_op, &light_ctl_srv_pub,
2766 &light_ctl_srv_user_data),

767 33

2768

2769  static struct bt _mesh_elem elements[] =

2770 BT_MESH_ELEM(@, root_models, vnd_models),

2771 BT_MESH_ELEM(®, s8_models, BT_MESH_MODEL_NONE),

2772 1;

2773

2774 const struct bt_mesh_comp comp = {

2775 .cid = CID_RUNTIME,

2776 .elem = elements,

.elem_count = ARRAY_SIZE(elements),

19
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https://github.com/apache/mynewt-nimble/blob/master/apps/blemesh_models_example_2/src/device_composition.c
https://github.com/apache/mynewt-nimble/blob/master/apps/blemesh_models_example_2/src/device_composition.c
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What'’s “The New Normal” for loT Development?

® Harder to get hardware in many parts of the world
outside Asia

® \We may need to build and test on Simulators...
And verify on real hardware remotely

® Great time to rethink and reconstruct the way we teach
loT to a new generation of distracted learners

Will Rust on RIOT save our Padawan?

, Shipping these Pogo Pins from
Per hGPS- Singapore to US now costs $100
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Extra Slides



Rust on RIOT & Rust Embedded Complete Each Other

Two Complementary Approaches to Rustification:

e
C
Top Down vs Bottom Up = Embedded Apps
>
A
° ' o)
Start W!th Apps vs | O App 0
Start with Bare Metal Drivers Framework Framework
® One day the two shall meet... Operating System
And we shall have a complete Rust Stack yay!
£
® |f the two don’t meet... Then we shall have Hardware g é
Y Ll

TWO complete Rust Stacks yay!
‘cffeafafoflofallefofleofeofolofleoflajajlapejejsjyspr
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