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1) Who are Lauterbach

Who are Lauterbach

v

Largest Manufacturer of debuggers worldwide
Founded in 1979

Based in Hohenkirchen, near Munich

v

v

v

Privately owned by the founders

> Approx. 120 employees worldwide, with subsidiaries in
> China, France, Italy, Japan, Tunisia, UK, USA
> Other territories covered by exclusive highly technical distributors

THE COMPANY
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The Lauterbach Difference

> Company is privately owned and engineering led
> No chasing quarterly results or kow-towing to share holders
> >80% worldwide staff are engineers

> All R&D, Engineering, and Production takes place at our facility outside Munich
> Excellent reputation for providing timely, high quality support

> Even Mr. Lauterbach still answers support calls!
> We only make debuggers
> We have to work with all compilers, RTOS, 3" party tools, etc.
> No dilution of effort
> Long-term close relationships with silicon vendors
> Support for tens of thousands of devices from approx. 75 silicon vendors!
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2) TRACE32® Tool Overview
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Modular tools designed to Grow

Debug tools

Modular tools designed to Grow

Debug and Trace tools

\
vvvv
|
|
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Modular tools designed to Grow

Digital and Analogue Logic Trace tools
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3) TRACE32® Kernel Awareness
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What is a Kernel Awareness

Extension to the TRACE32® debugger

Currently over 80 RTOS’ supported

All delivered free of charge (included on DVD or in software download image)
Loaded at runtime

Two files: kernel awareness and menu to access features
Some optional scripts to simplify complex operations

Provides access to RTOS resources at runtime
Display system objects, such as tasks, threads, semaphores, mailboxes, etc.
Set task aware breakpoints
Task aware performance monitoring
Task aware tracing

May be built by Lauterbach, a TRACE32 user, or the RTOS developer
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To create a kernel awareness plugin

Requires the Extension Development Kit (EDK)
Free of Charge
Signed NDA required
Supports Windows and Linux build hosts
| used Fedora Core 31

EDK contains
C Library Routines
Make files
Custom Embedded C Cross compiler
Documentation
Examples

12
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Build Process Overview

Take existing example and adapt it
Much easier than starting from scratch
Makefile and build environment already set
Skeleton functions exist for most OS objects

A few mandatory functions need to be provided
Info about current task/thread

List of all tasks/threads
Details of registers saved/restored during a context switch

Everything else is optional
All of the optional components are defined in the main awareness file
Define new commands
Define new functions

Define anything else to make the user’s life easier when debugging your kernel/RTOS
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Other Requirements

Header files and some source files for RTOS
Documentation and debug compiled kernel may be used
RIOT OS is provided in source
Header files and Source files are well documented
Very helpful and knowledgeable community
Working build environment
To create example applications to test the awareness against
Most of this can often be performed in a simulated environment, using TRACE32®
Supported hardware target
Final testing on real hardware with real tools ©
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4)Usage Examples

New Menu

> The menu file is part of the awareness
> Added to the Ul after the awareness has been loaded
> Provides convenient access to many OS specific views

'RIOTOS  Window Help

Display Tasks
Display Mailboxes

Display Mutexes

Display Recursive Mutexes
Display Ring Buffers
Display Semaphores

Display Timers

List Stacks
Add Task
Remove Task

Reset Coverage

/A
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Task and Thread Lists

Display a list of active tasks and threads

Where target supports dual port memory, lists are dynamic
‘magic’ column has a right-click menu giving access to extra information about each task/thread

Switch Context

Add to Stack Cov

Rm from Stack Cov

&% B:TASK TaskList [E=RESR =<
pid name state prio I
1 idle PENDING 15 ~
2 main SLEEPING 7
3 Server RUNNING 11
4 Clientl REPLY blocked 10
5 Client2 PENDING 10
3 6 _client3 REPLY blocked 10
Display Detailed Info
Display task struct
Display Stack Frame v
b Display Registers d

Dump task entry
A to System Objects
& B:TASKTIMer [r]E ] & BiTASKMuTeX
Remaining ticks CalTback function [Callback Data Ptr. magic Name/Variable o Blocked Threads
& ]

§880; :ﬁi {B:Etﬂ:g 588883‘[,2 2 20000858 |mL [No threads blocked ~

6000, [_callback_msg 2000090C v

8000. |_callback_msg 2000094

10000. |_callback_msg 200009EC

& B:TASK RingBuffer

&% B:TASKMailBoX [E=RE=R|
magic Variable Queue Size No. Send threads No. Recv Threads [ '
[2000085C [mbL 7. 0. 0. ~
20000874  |nb2 155 0. 2%

&% B:TASK.SEMaphore

(o] &=

Buffer * fid d jid No. Available |
D001 158 \5:00861168 \Bu N \Rea pomsigogooggg o Avatla i ~ magic Name Value Status No. Blocked threads i
2000184C [seml OK None. ~
X 20001858 |sem2 1 oK None.
v
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Switch between tasks/threads

Handy dropdown on status bar to quickly switch between task or threads

All open windows (unless otherwise anchored) will switch to the new context.
Source listing
Registers
Variables

Tasks
idle
main
Server
Client1

Client2 -
Frame Client3 FPU MMX
main [ stopped at breakpoint
19
View stack usage for each task/thread
Supports standard and non-standard stack pre-fill values
X9 BTASK STackview =N N <
name |Tow high % lowest _ spare max 0 10 20 30 40 5
1 20000470 000000B8 28% |me A
20000488 20000AB8 200009EC 00000534 13% (e
pong [2000124C 2000184C 200017AC 00000560 10% |m——m—
Mtx_test |2000104C 2000124C |2 200011A4 00000158 32%
Mtx_test_2 [20000C4C 20000E4C |2 20000DA4 00000158 32%
Mtx_test_3 [20000E4C 2000104C |20 20000F84 00000138 39%
v
< >
20
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Stack frame for each Task/thread

View call stack for each task or thread
Walk up and down the call stack — all relevant open windows change their view(s)

& BuFrame /Locals /Caller o=
1. Up 3 Down Margs MLocals [ caller Task: || m
-000][uart_SendByte(data = 43) ~
- data = 43 "Task2"

—001|

_ogil

41
-003’

1209

J

"uC/OS-TI Stat"

UHALr _printf(format = 0x00014520) B $ 2
® format = 0x00014520 #C/gsuﬂldle
@ v_list = (OxFFFFFF00) askl’

® ptr = 0x00020001
Li=1

Uart_SendByte(*ptr);
Task1(i = OxOC7FFAEC)
i = 0xOC7FFAEC
= Reply = 0
uHALr _printf("1+");
Task1(i = 0x0)
@i = 0x0

;/”// O////’ A/{e///////////////////////////////////////////////////////////////////

v
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Use dropdown to set task or thread aware
breakpoints

Task/Thread Aware Breakpoints

&5 B:BreakSet

— address / expression

v|

DTemporary
[Cpisable
[ oisableHIT

Delete

1 [~ memory / register / var

type options
@ Program [ exclude
O ReadWrite [ nomark
ORead
O write |- DATA -
O default
s
O ProgramPass
OProgramFail | - TASK
O Memoneadirte |
O MemoryRead

|| vidie”
O MemoryWrite "main"

feg vite | -
RegisterRead | | |"Mbx_test"

:h "Mbx_test_2"
RegisterWrite "Mbx_test 3"

= o X
£ [0Ow 0O=
method
auto A
action
stop ¥
A advanced
Cancel
i HLL
COUNT
Fl L
CORE
MHLL [sesg
RESUME
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Use whatever features the CPU provides
If none, use Stop&Go
May be some level of intrusion
Runtime will be indicated on display

JTAG based task/thread profiling

Trace STATistic. TASK

P setup....| ik Groups...

22 Config... ¥ |Detailed 3 Nesting I;O\arl M Profile

runtime: 100%

nge total in max avr ratiok 1% pi3 5% 10% 20% 50% 100
Tunknown) | 0.000us |  0.000us - - . 000%
Tlow_prio_func | 3.900s 7.540us | 14.120us |  9.822us 49.994%
test_thread_func | 3.901s 7.560us | 14.120us | 9.824us 50.004%
timer_func | 109.500us |  6.220us | 7.660us | 6.844us 0.001% ¢
main_thread_func |  5.120us | 5.120us | 5.120us| 5.120us <0.001% |¢
Q
¥
| based task/thread fili
£ BuTrace STATistic. TASK ol o=
& setup... | i Groups... etailed | ff{ Nesting | v/ Chart | &K Profile
total: 7.801s
range tota max avr count ratio% (1% 5% 10% 20% 50% 100 4
Turknown) | 0.000us |  0.000us | _ - - ] 0.000% |
Tow_prio_func . 9005 7.540us 14.120us 9.822us 397068. 49. 994%‘
test_thread_func | 3.901s | 7.560us 120us | 9.824us| 397067. | 50.004%
imer_func | 109.500us |  6.220us | 7.660us | 6.844us 16 | "0.001% ¢
main_thread_func | = 5.120us | 5.120us| 5.120us| 5.120us 1. | <0.001% e
! BiiTrace. CHART.TASK =8 Eoh <=
& sety iif Groups. .| A Goto... | A Goto... | #)Find... | @ In |»0«Out| & Full
-6.203720000s -6.2037000005 -6.2036800005
range | L L L =
(unknown) 4|
rio_func

Tow_prio_

test_thread_func)
timer_funcio|

main_thread_func

i

< il > <
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Trace based task/thread profiling

Raw task/thread switch data

Thread magic
Time since last switch

Time to next switch

B:Trace List address cycle data ti.back tifore
B setup... | 3 Goto... | #1Find... | A Chart ;Pmﬁle MmPs | $Mbre | Xless

record laddress cycle |data ti.back ti.fore |
~0018668417 D:20000714 wr-Tlong 20000A30  9.320us _9.780us A
-0018668391 D:20000714 wr-long 20000800  9.780us  10.340us =
-0018668364 D:20000714 wr-long 20000A30  10.340us  9.340us =
-0018668337 D:20000714 wr-long 20000800  9.340us  9.780us @
0018668311 D:20000714 wr-long 20000A30  9.780us  10.320us ~ % B:TASK TaskList
0018668284 D:20000714 wr-long 20000800  10.320us 9.340us name Srate o T
-0018668257 D:20000714 wr-long 20000A30  9.340us  10.340us S tFread T Frr m—7 —
-0018668224 D:20000714 wr-Jong 20000800  10.340us 9.320us €s; 7 Eeac_vunci suspen § 2 A
-0018668197 D:20000714 wr-long 20000A30 9.320us  10.220us sem_funcl Eeacly s
0018668170 D:20000714 wr-long 20000800  10.220us  9.900us 20000718  IdleThread ready 255.
-0018668144 D:20000714 wr-long 20000A30  9.900us  9.320us 20000430  Tow_prio_func running 17.
0018668117 D:20000714 wr-Jong 20000800 9.320us  10.340us 20000918  sem_func2 semaphore 17.
-0018668090 D:20000714 wr-long 20000A30  10.340us 9.780us 20000ABC  timer_func semaphore A58
0018668064 D:20000714 wr-long 20000800  9.780us 9.340us 20000430 Tow_prio_func mutex 17.
-0018668037 D:20000714 wr-long 20000A30  9.340us  10.320us 200009A4 q_thread_func  queue RCV 15.
-0018668010 D:20000714 wr-long 20000800  10.320us  9.780us v
-0018667982 D:20000714 wr-long 20000A30  9.780us  9.780us < >
-0018667950 D:20000714 wr-long 20000800  9.780us 9.440us
-0018667923 D:20000714 wr-long 20000A30  9.440us  10.220us
-0018667896 D:20000714 wr-long 20000800  10.220us  9.900us
-0018667870 D:20000714 wr-long 20000A30  9.900us 9.320us
0018667843 D:20000714 wr-long 20000800  9.320us  10.240us
-0018667816 D:20000714 wr-long 20000A30  10.240us  9.880us
-0018667790 D:20000714 wr-long 20000800  9.880us 9.340us

1 D:20000714 wr-Tong 20000A30  9.340us  10.220us v
)5
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THANK YOU!
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