


You wouldn't HACK a CAR?  
A Pentester's approach to embedded security on 

automotive ECUs
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Autonomous driving

SBA Research

Image: https://bernardmarr.com/how-tesla-is-using-artificial-intelligence-to-create-the-autonomous-cars-of-the-future/

Images: Knight Rider, Universal Television

https://bernardmarr.com/how-tesla-is-using-artificial-intelligence-to-create-the-autonomous-cars-of-the-future/
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Voice Control
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https://www.ciobulletin.com/mobile/google-assistant-android-auto-ai

Images: Knight Rider, Universal Television

https://www.ciobulletin.com/mobile/google-assistant-android-auto-ai
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Infotainment
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Image: https://www.global-infotainment-system.com/

Images: Knight Rider, Universal Television

https://www.global-infotainment-system.com/
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

HACK
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Image: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571

Car Architecture
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Example: AutoSAR, Platform, Chip, Software
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Image: Specification of CAN Interface AUTOSAR CP Release 4.3.1, p11

between 70 and 100 ECUs being installed in every 
modern vehicle
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system/module 

supplier

component supplier 

(pcb/software stack)

chips, platforms
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Jeep Hack (2015)
• vulnerability in the UConnect infotainment system

• cars exposed port 6667 via the Sprint 3G network

• initially 2695 vehicles were found

o Dodge Viper, RAM, Jeep Cherokee, Chrysler, …

• later estimates of vulnerable vehicles to be 

somewhere between 292,000 and 471,000

• lead to recall of 1.4 million cars by Chrysler

SBA Research

Miller, Valasek. Remote Exploitation of an Unaltered Passenger Vehicle. DEF CON 23 Hacking Conference. Las Vegas, NV: DEF CON. Aug. 2015

https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/

Images: blackhat.com, wired.com

https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/
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https://www.youtube.com/watch?v=3Wd4H91qfso
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Tesla Infotainment at Pwn2Own (2023)

SBA Research
https://twitter.com/Synacktiv/status/1638996681260781574/photo/1

• Tesla Model 3 infotainment through bluetooth
• elevated privileges to root
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CSMS

TARA

Updates

Updates
Lane Assist /

Autonom.

The road to AV approval - A Cybersecurity Perspective, Abid, Budke, Tüv Süd
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

TEST FOR VULNS
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OWASP IOT Top 10 with automotive aspects

1. Weak Guessable, or 

Hardcoded Passwords

2. Insecure Network Services

3. Insecure Ecosystem 

Interfaces

4. Lack of Secure Update 

Mechanism

5. Use of Insecure or Outdated 

Components

OWASP Internet of Things Project https://wiki.owasp.org/index.php/OWASP_Internet_of_Things_Project#tab=IoT_Top_10

5. Insufficient Privacy 

Protection

6. Insecure Data Transfer and 

Storage

7. Lack of Device Management

8. Insecure Default Settings

9. Lack of Physical Hardening
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Image: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571

update and services
vehicle data

customer data

emergency functions

Car Architecture
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Cloning of the Chip
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https://www.youtube.com/watch?v=JmcxyVachho



26SBA Research Image: https://kentindell.github.io/2023/04/03/can-injection/
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Build process SAST Testing Modeling

firmware protocols platform crypto machine 

learning

Threat and damage 

scenarios

Vulnerabilities in 

source code

Vulnerabilities in 

dependencies

Vulnerabilities in the 

binary form

Protocol misuse

Weak crypto

Debug interfaces

Storage devices

Negative test 

cases

search key management 

errors or weak ciphers

Adverserial ML

model verification
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

CONNECT YOUR TEST 
EQUIPMENT
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Device Gateway

• search for part numbers

• search for pinouts

• look for cars using this device

• tuning-forums are a nice source



30JTAG interface

SOC

CAN interface

power supply
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CAN Interfaces

Professional use:

• Intrepid ValueCAN

• Vector Can Case

SBA Research

Budget lab:

• USBTin

• Raspberry PiCAN

Intrepid ValueCAN Vector Can Case Peak PCAN-USB USBTin PiCAN
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Oscilloscope

Setup for Research

ID data

Instrument cluster (SUT)

power supply

CAN interface

logic analyzer

Tester PC
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The CAN frame
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Image: https://en.wikipedia.org/wiki/CAN_bus

ID = 0x188 data = 0x03



WARNING:
- do testing of hardware with a trained electrical 
engineer
- don‘t do this on your car [on the street]
- it could harm your car, your devices or your health

SBA Research
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

USE DIAGNOSTICS
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Image: https://www.csselectronics.com/pages/uds-protocol-tutorial-unified-diagnostic-services

Diagnostic communication over 
Controller Area 
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Diagnostics (UDS over CAN ISO 14229-3)

SBA Research

VCDS Ross Tech https://www.ross-tech.com/vag-com/

Image: https://www.influxbigdata.in/post/uds-unified-diagnostic-services-protocol-iso-14229-pdf
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Demo: Diagnostics with VCDS

SBA Research



43SBA Research https://www.csselectronics.com/pages/uds-protocol-tutorial-unified-diagnostic-services
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UDS Security Access Challenge Response

Evaluation of Vehicle Diagnostics Security – Implementation of a Reproducible Security Access, Martin Ring, Tobias Rensen and Reiner Kriesten (2014), p.204
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https://torrentfreak.com/sorry-the-you-wouldnt-steal-a-car-anti-piracy-ad-wasnt-pirated-170625/

OPEN THE CASE
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Side Channel Attacks and Debug Interfaces

JTAG access on the PCB https://www.youtube.com/watch?v=kynXjan7O0Q&t=1s

• JTAG access

• SPI bus access

• Change boot modes via 

exposed pins/pads

• Desolder Flash and use a 

socket

• Dump Flash and load it 

in Ghidra
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"We will produce tablets on 
wheels“

Christian Senger (VW, 2017)

SBA Research
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OWASP IOT Top 10 (Automotive Aspects)

SBA Research

Weak passwords
Insecure network

unprotected data transfer

Ecosystem and

Cloud

Update

Hardening

Debug ports Secure Defaults Secure Storage
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The Software Defined Vehicle

• High Performance Computer 

(HPC) to centralize software on 

one platform

• Software defined networks: less 

cables, less ECUs, less weight -> 

software defined

• Cloud services and Updates 

Over-the-Air Updates incl. 

firmware updates (FOTA)

SBA Research
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SBA Meetup // ASRG Vienna // eBPF Vienna

SBA Research
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Applied Research Consulting in Customer Projects

Security Requirements

Crypto Designs

Threat Modelling

Static Code Analysis

Security Test Case Generation

Defense in Depth (DiD)

Fuzz Testing

Black- and Grey-box Testing

Proof of Concept Validation
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Reinhard Kugler

MATRIS Research Lab

SBA Research

Floragasse 7, 1040 Vienna

rkugler@sba-research.org

https://matris.sba-research.org/marc/ 

mailto:rkugler@sba-research.org
https://matris.sba-research.org/marc/
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