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Today’s topic ;).
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An illustrative example: Smartifying a garage

● Motor for opening and closing.
● Lock to secure against thieves.
● Small stepper motor for the lock. 
● Small microcontroller 

to control it all.

● Now Firmware!
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OS Synchronisation: Do you spot the problem? 
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OS Synchronisation: Do you spot the problem?  
Potentially invalid state 
(when preemptable)

No ordering is enforced. 

≤ 0,0000002%
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OS Synchronisation - Step (1): Mutual exclusion 
Fixed Invalid State

No Ordering is enforced. 
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OS Synchronisation - Step (2): Enforced ordering 
Fixed Invalid State

Lock is always processed 
before motor.

Complicated and Error-Prone
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What is this talk about?

1. Highlight the problems and prevalence of 
(unwanted) non-determinism.

2. Offering one solution: Lingua Franca.

3. Present the ongoing work to leverage the 
RIOT OS ecosystem. 
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Let’s consider a common IoT deployment

ConsumerProducer
1.) /A
2.) /B

1.) /B
2.) /A

● AUTOSAR, ROS, ROS2, … and many more
● Very tedious to enforce order, e.g., ROS message filters, 

bundling messages, extra meta-information
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Still not convinced that order matters?
1.) Disarm 
2.) Open

⇒ Door opens regularly
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Still not convinced that order matters? It does!
1.) Disarm 
2.) Open

⇒ Door opens regularly

1.) Open
2.) Disarm

⇒ Emergency slides 
deploy
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So what are the problems?



Slide 13

When do events count as simultaneously? (Timed)
⇒ What is the ordering of events in time? When are events synchronous?

How to ensure deterministic execution? (Determinism)
⇒ How to ensure the program executes deterministically. 

How to make the system interactive? (Reactive)
⇒ How to make sure the system responds in time.

How to keep keep the overhead in check? (Scalable)
⇒ Larger systems should be still performant.

So what are the problems?
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Option 1: Actors

Reactive & Scalable

Ordering is still undefined 
(not deterministic, not timed)

S

S

S© Akka Documentation

Relay
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Option 2: Synchronous Languages

blink led =
    loop
        after ms 50,
            led <− not (deref led)
        wait led

(Esterel code that toggles the led signal every 50ms)

Timed: Clear semantics when (logically) events happen.

Deterministic execution. Not scalable.
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Synchronous Languages & HW Synthesis

Assumptions
1.) Computation happens 

instantaneously.
2.) Transmission of Signals is 

instantaneous. 
3.) Logical Ticks.

Present in
● Very common assumptions in 

hardware description languages 
such as Verilog and VHDL

● Synchronous Programming 
Languages, e.g., Esterel, Lustre, 
SIGNAL
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Concurrency Concepts

Is there a combination?

© Christian Menard, TU Dresden
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Lingua Franca is a polyglot, 

declarative, coordination language for 

real-time, concurrent (and 

distributed) systems.

Marten Lohstroh Christian Menard Edward A. Lee

“

”
https://lf-lang.org
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Language Concepts
● Logical Execution Time (LET)

⇒ (tick, micro-step) 
The micro-step is required to 
order events happening 
events at the same time.

● LF only* expresses 
timing-semantics 
(Coordination). 

● Reaction bodies (business 
logic) can be written in 
different target languages:

  C, C++, Rust, Python, TS
Port Reaction Reactor

Precedence-
Relation
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Lingua Franca
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Ensuring Deterministic Execution



Slide 22

Ensuring Deterministic Execution
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Ensuring Deterministic Execution
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Ensuring Deterministic Execution
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Ensuring Deterministic Execution
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Ensuring Deterministic Execution
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Lingua Franca is a specification.

We specify in logical time what should happen, and the compiler and runtime try to 
execute it to specification.

Explicit Non-Determinism Handle Deviations
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Okay, so how can I use it?
- Close Hardware Integration
- RIOT Network Stack for Federated 

Execution
- Time Synchro

https://github.com/tanneberger/reactor-uc
https://github.com/tanneberger/RIOT

● Shiny new runtime 
designed
for embedded devices 
and use-cases.

● Slowly becoming 
feature complete. 



Slide 29

LF-RIOT Outlook
- Close Hardware Integration
- RIOT Network Stack for Federated 

Execution
- Time Synchro

Federated execution over low-bandwidth Protocols

Hardware & OS support for physical actions.

● Top-Down design process of IoT and 
Cloud-Software

● Interesting research in topics how to ensure 
continued execution with unstable network links.

● The more accurate a time-stamp of a physical event 
is the more deterministic, will be the execution.

● OS Interrupts as triggers for physical actions.

© Stephen Edward Columbia University
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Conclusions
- Close Hardware Integration
- RIOT Network Stack for Federated 

Execution
- Time Synchro

1. Order matters!

2. Non-Determinism is very hard to debug!

3. Lingua Franca is a deterministic execution model.

4. RIOT OS support is coming very soon.
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Hackathon

Join us on Saturday!
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Thank you! 



Slide 33

Backup Slides
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Why Determinism

Edward A. Lee. 2021. Determinism. ACM Trans. Embed. Comput. Syst. 20, 5, 
Article 38 (September 2021), 34 pages. https://doi.org/10.1145/3453652
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OS Synchronisation 
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OS Synchronisation 



Slide 37

OS Synchronisation 


