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Introduction and goals
• EU H2020 IoT-03 R&I project 

• 3 years 2018–2020 

• Key idea: Secure Open Federation, using DLTs 

• Stated concrete objectives: 
• Define an IoT federation architecture and  

develop a corresponding framework 
• Deploy and evaluate the federation framework in field trials 
• Evaluate the commercial viability 
• Establish the IoT federation approach as a major enabler



Core concept

779984 – SOFIE – Part B – x.y.2017   8 

● Data sovereignty: In SOFIE, data is shared in a controlled way, within the bounds of security and privacy 
policies defined by the owner of the data. While strongly coupled with security, this aspect has characteristics 
which go well beyond traditional information security. 

 
Figure 1. SOFIE core concept 

The federation framework is mainly built from existing and emerging components, with new development in the 
areas of security, privacy, and other system-level components. To demonstrate the practicality of our approach, we 
will be piloting the architecture and framework with real users in three pilot projects: Food Chain, Mixed Reality 
Mobile Gaming, and Energy. 

From the technology point of view, the main idea behind SOFIE is to define and implement a technology-agnostic2 
approach to federate existing IoT systems, utilising blockchains and other distributed ledger technologies (DLT). 
System interoperability will be largely based on the FIWARE IoT technology and W3C WoT standards, extended 
with any necessary new security mechanisms. 

The Machine-Cloud-Machine (MCM) communications, enabled by FIWARE, WoT, and e.g. H.A.T. (Hub of All 
Things)3 or MyData4 will ensure communication and storage scalability, IoT searchability and interoperability, 
while direct M2M communications will enable fast reaction for time-critical applications. A major effort in SOFIE 
is to define and implement cross-standard security mechanisms that enable open federation by recording security-
related information in administratively decentralised blockchains and other DLT systems (see §1.3.3). 

The ability to share data and semantic information between different applications and platforms is equally 
important as are data security and privacy. Information is increasingly seen as a factor of production, just like labor, 
raw materials and capital. The lack of security and control by the owners over their data are seriously holding back 
the creation of value using existing data. Data sovereignty is a societal key goal for Europe5. Leveraging on the 
consortium’s technological excellence, existing prototype platforms (see e.g. Section 1.4.1), results of the FIWARE 
foundation, and other existing IoT standards and platforms, such as W3C WoT, OMA LWM2M, oneM2M, BIG 
IoT, openIoT, and mbed, SOFIE will create a securely and openly federated decentralised system approach for the 
Internet Everywhere, covering the business and technological requirements for intelligent objects and networks as 
well as autonomous business processes. 

As SOFIE aims to become a major enabler in the IoT industry, we have assigned more than the typical amount of 
resources into our Dissemination and Communication activities (WP6). Furthermore, as can be seen from the 
division of work between the work packages (see §Error! Reference source not found.), a major effort in the 
project will be in the realisation of the pilots, thereby verifying the SOFIE approach in real life. 

                                                      
2 Technology-agnostic means here that the federation approach itself is independent of the existing IoT stacks or the 
technology used in them. Of course, at the actual implementation level the used components must be selected to match with the 
technologies used; see §1.3.1 and 1.3.2. 
3 http://hubofallthings.com 
4 http://mydata.org 
5 See e.g. the “Overton report”: David Overton, Next Generation Internet Initiative – Consultation, Final Report, Section 2.5 on 
pages 14–16, EC, March 2017, https://ec.europa.eu/futurium/en/system/files/ged/ec_ngi_final_report_1.pdf. 
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Consortium
Participant Country
Aalto University Finland
Ericsson Finland
Rovio Finland
Guardtime Estonia
AUEB Greece
Synelixis Greece
Optimum Greece
Eng Italy
Asm Terni Spa Italy
Emotion Srl Italy



Technical approach
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● In the federation framework, we are building on the results of other projects, such as FIWARE, H.A.T., 
MyData, and standards, such as W3C WoT, NGSI 9/10, and oneM2M. 

● We are using existing and emerging blockchain technologies, such as GuardTime KSI, Bitcoin, Ethereum, and 
Hyperledger Fabric. 

● Some inter-ledger protocol work (mostly for payments) is already well underway and we will take advantage 
of its results and extend it to the IoT world. 

This leaves for us to select the components and write program code to glue them together: A (relative simple) 
adapter needs to be created for each IoT platform to be federated. Within SOFIE, we will create the adapters 
needed for the selected pilots and publish the source code under an open source license. This will allow the 
community to add new platforms to the federation by creating new adapters. 

1.3.2 SOFIE Federation Architecture 
SOFIE enables combining several IoT platforms and ledgers into a federated IoT platform supporting the reuse of 
existing IoT infrastructure and data by various applications and businesses. Figure 3 illustrates the overall 
architectural approach.  

 
Figure 3. SOFIE Secure and Open Federation Architecture 

The completely decentralised7 core of the architecture is formed by the inter-ledger transaction layer, which allows 
transactions to be recorded into multiple blockchains or other ledgers in a logically atomic manner. We will build 
upon existing leading edge work, including the W3C-associated Inter-ledger Protocol (ILP)8, applying the results to 
the IoT domain, and developing them further. The logically atomic transactions will be implemented as multi-stage 
smart contracts whose resolution depends on the transactions being correctly recorded in all the participating 
ledgers, but without requiring that all the ledgers support smart contracts. 

The inter-ledger transaction layer will be used for three main purposes:  

x Describe the data (“things”) in the existing IoT platforms enabling financially tied IoT actuation between 
organisations and storing security-related data (see §1.3.3). For data description, our tentative plan is to use 
and augment W3C WoT Thing Descriptions9 or e.g. RFC6690. Whether the thing descriptions themselves or 
just their hashes and (short) URLs are recorded into the ledger(s) remains a research question, where e.g. the 
handling of “thing events” needs to be considered.  

x Enable secure and traceable IoT actuation. The idea is to negotiate and use smart (micro-) contracts that may 
span multiple ledgers to record intention or desire to actuate, to trigger actuation, to permanently record both 

                                                      
7 With complete decentralisation we mean that once deployed, the inter-ledger transaction layer will consist of physically 
decentralised blockchains and ledgers whose governance is also decentralised or “equilateralized” (see Section 1.4.2), allowing 
users to create inter-ledger transactions in a flexible manner without any central control or governance points. 
8 https://interledger.org 
9 https://w3c.github.io/wot-thing-description/ 
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SOFIE field trials

• Mixed reality gaming 

• Energy (2 partly federated trials) 

• Food chain 

• Looking for additional external users / trials 



Mixed reality gaming
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SOFIE will integrate a mobile game with the real world using a federated IoT platform aiming to: 

● Enable the gamers to interact with the real world via sensors and actuators. 

● Take advantage of existing and emerging IoT infrastructure (e.g. building automation). 

● Enable payments in virtual and real currencies between the gamers, games, and other parties. 

● Create new business opportunities for various parties, including gaming companies as well as the owners of 
buildings and public spaces (e.g. malls) and various businesses (e.g. shops and cafés). 

 
Figure 5. Overview of the mobile gaming pilot 

Figure 5 illustrates the concept of the gaming pilot. The gamers are both moving in the physical world and 
interacting with it through the games. Existing IoT infrastructure, for instance movement sensors and control of 
lighting and passage, are included in the game world through the federated SOFIE platform. Owners of spaces and 
businesses can bring their existing or new IoT infrastructure into the gaming world while the blockchain-based 
marketplace allows for all kinds of business models. 

Rovio Entertainment Oy (the home of the Angry Birds) is responsible for the gaming pilot, which will physically 
take place on the neighbouring Aalto University campus. The Aalto University campus contains advanced IoT 
infrastructure as part of the university’s digitalization agenda, and it will also host one of the world’s first 5G test 
network in the near future. The students of Aalto University will enable a pilot of a significant number of mobile 
gamers. We will also experiment with gaming between geographically disjoint locations by engaging students of 
AUEB in Athens through mobile devices. 

The details of the pilot will be decided during the project; however, we can already see a number of interesting 
possibilities, such as using in-game assets to receive physical goods or gain access to restricted spaces. Our gaming 
use case demonstrates the strength of our approach in several key areas of the call, including the reuse of existing 
IoT infrastructure (e.g. building automation) and creating a business platform which is open for third parties, such 
as the owners of public spaces and businesses. 

1.3.6.3 Energy Pilot – Optimized Demand Response and Electricity Marketplace/Micropayments 

The energy pilot will be split in two parts:  

x A real-field pilot implemented by ASM, the Terni municipal electricity and gas distribution network operator 
and EMOT in Terni (Italy) 

x A laboratory and interoperability pilot based on real-data from smart energy meters deployed in the greater 
area of Tallinn (Estonia).  

The real-field pilot will demonstrate the capability of creating smart micro-contracts and micro-payments in a fully 
distributed energy marketplace. The pilot will include smart meters, photovoltaic (PV) cell controllers, Electrical 
Vehicles (EV) and EV chargers in the area of Terni (Italy) as shown in Figure 6. 



Energy: Terni
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Figure 6. Overview of the energy pilot 

We are considering the end-to-end scenario form electricity production, distribution, storage and consumption. 
During the scenario electricity produced by renewable sources (PVs) are fed into the low voltage (LV) electricity 
network. Most of this electricity will be normally consumed by energy customers (i.e. houses, offices, etc). 
However, surplus of generated power would generate reverse power flows through the LV distribution network 
substation. The electricity distribution network is design to handle only unidirectional electricity flows, thus reverse 
flows may generate significant issues. To avoid this abnormal operation, electrical vehicles (EV) will be offered 
significant promotional benefits to match their EV charging needs with the network time and space balancing 
requirements. The EV chargers will be communicating with the EV driver, with the car battery management 
system, the local energy generation and consumption, and the smart meters to predict if the requested charging 
service/network grid stabilization will be available in due time. 

As shown in Figure 7, the Terni pilot will utilize 4 substations and focus on the LV network branch managed by the 
SCOV secondary substation (see the map in Figure 7), which serves a 200 kW PV local generation plant and which 
often has an electricity surplus, generated from fluctuating renewable energy sources (RES). Moreover, a fleet of 
six leased EVs (Renault Zoe), offered by EMOT, will be part of the pilot infrastructure together with at least three 
smart EV chargers (one 52 kW fast charger and two 22 kW ones). 

 

Figure 7. Location of LV substations participating in the Terni energy pilot 

SOFIE will start from the FIWARE Energy API DSE (Domain Specific Enabler) implemented by Synelixis in the 
scope of FINESCE project, which will be enhanced to interface with other energy platforms (e.g. the GuardTime 
KSI platform) and explore new applications and business models utilising distributed ledgers.  

In this way, the utility (ASM) will be able to stabilize its smart electricity distribution grid avoiding reverse flows, 
while the EV provider (EMOT) and the end users will benefit for promotional prices and offerings. ENG will be 
the major technology provider to implement the use case and realize the energy marketplace along with the energy 
micro-contracts/micro-payments concepts based on IoT and blockchains. 

The Terni pilot will be extended/interoperated with Guardtime’s laboratory and interoperability pilot. Though the 
pilot will take place in a laboratory environment, it will use real data from 700.000 smart meters provided by 



Energy: Estonia

779984 – SOFIE – Part B – x.y.2017   17 

Elering (Estonia’s major utility, commercial partner of Guardtime). The trial will be based on the Estfeed open 
software platform for energy consumptions monitoring and management from the customer (consumers/ 
prosumers) side, which is capable to interact with the power network and to provide data feeds for efficient use of 
energy and will be extended to federate the FIWARE/FINESCE platform and SOFIE developments in the Terni 
pilot. We have already received a letter of intent from Elering to participate in the energy pilot. 

The Tallin energy pilot will demonstrate how the SOFIE federated framework can be used for the reading and 
signing smart meter logs, providing reliable data feeds and allowing 3rd parties to develop applications on top of 
SOFIE framework, and initiate a really distributed energy marketplace that will liberate energy prosumption from 
utilities lock-in. 

 
Figure 8. Overview of the Tallinn energy pilot concept and participants 

The expected outcome of the GT energy pilot is to set SOFIE as a secure, utility independent, energy market 
liberating framework, which: 
● Protects the entity selling the energy from court cases. 

● Provides energy consumption readings which are correct beyond dispute. 

● Provides the provenance throughout the infrastructure that an energy company is managing until delivery is 
made to a 3rd party environment. 

● From the energy consumption side and the end 
customer’s point of view, provides the ability to 
track who has requested personal data about an 
end user. 

The above can be used as metrics to measure the 
value created by the SOFIE federated IoT 
infrastructure. 

1.3.6.4 Cross pilot interoperability 
SOFIE pilots will be federated to evaluate cross-
SOFIE interoperability (Figure 9). A number of 
technologies developed by SOFIE will be the 
enablers for the aforementioned federation. Initially, 
the cross-SOFIE agreement mechanism will be 
exploited to facilitate the interactions between the 
platforms, while inter-ledger and cross-ledger 
security/privacy control will ensure that information 
and service exchange is performed according to the 
corresponding non-functional requirements of the 
applications. Nonetheless, it is considered of major 
importance for the envisioned SOFIE ecosystem 

 
Figure 9. SOFIE federation pilot 
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Food chain
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Figure 4. Overview of the food chain pilot 

The harvested crops are transferred with pickups and (refrigerated) trucks equipped with GPS and sensors to 
monitor the crop health and ambient conditions while on the move. Baskets and packages with RFID tags are used 
to track the products to the storage areas, where the Optimum Aberon logistics IoT platform is used. After 
transhipment and logistics rearrangements, the crop will reach the supermarket shelves. Finally, the consumer may 
trace the entire history of the product based on the QR or RFID tag on the package, even in the shop before buying 
the product. 

Consumers can reliably verify not only the farmer from whom the product originates but also the entire production 
and supply chain history associated with each food item, starting from the source of the seeds, the quality of the soil 
and the air in the producer’s premises, the amount of water that has been consumed, the fertilization process, the 
method and time of growing, the weather conditions, the transportation distance, the storage conditions etc. This 
gives the consumers the ability to make decisions about their food based on health and ethical concerns, including 
environmental sustainability, fair labour practices, the use of fertilizers and pesticides, and other similar issues. 

Producers will be able to launch new products on the market along with a description, pricing, quantity and photos, 
while customers may interact with the marketplace, looking for products that fulfil certain requirements. The 
SOFIE-enabled marketplace will aggregate products from a variety of farms and provide a shared platform for 
products marketing. 

The food chain pilot demonstrates the ability of the SOFIE solution to serve an important sector (food) adding 
value to all parties involved: producers, traders, transporters, consumers, and others. We will build the pilot on 
existing IoT infrastructure with only minimal additional investments and the information collected can be used by a 
variety of applications. 

1.3.6.2 Mixed Reality Mobile Gaming Pilot – Combining Virtual and Real World (Finland) 

This use case validates the strength of our open federation approach by using the federated IoT platform in the 
rapidly growing application area of mobile gaming. Interestingly enough, mobile gaming can take advantage of the 
same IoT infrastructure as the, seemingly totally different, energy sector. 

In-Game Assets (IGA) are things that the players can gain by playing, trading or buying, are considered valuable in 
the context of a game, and can be virtual or physical. These assets can be traded in virtual currency within a game, 
between games, or outside the world of the games in a convertible currency. These assets already have a great and 
ever increasing value measurable in money. Currently transactions with a convertible currency are made with credit 
cards on the websites of the owners of the games or with centralized payment systems such as PayPal. Such 
payment systems have several limitations, including high transaction costs and preset minimum transaction sizes. 
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IoT Platform
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Constrained devices
• Currently not considering 

constrained devices directly 

• You may want to convince 
us otherwise 🙂 

• Perhaps an "open" federation 
adapter could address that? 

• Anyone volunteers to write 
such an adapter? 🙏
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● In the federation framework, we are building on the results of other projects, such as FIWARE, H.A.T., 
MyData, and standards, such as W3C WoT, NGSI 9/10, and oneM2M. 

● We are using existing and emerging blockchain technologies, such as GuardTime KSI, Bitcoin, Ethereum, and 
Hyperledger Fabric. 

● Some inter-ledger protocol work (mostly for payments) is already well underway and we will take advantage 
of its results and extend it to the IoT world. 

This leaves for us to select the components and write program code to glue them together: A (relative simple) 
adapter needs to be created for each IoT platform to be federated. Within SOFIE, we will create the adapters 
needed for the selected pilots and publish the source code under an open source license. This will allow the 
community to add new platforms to the federation by creating new adapters. 

1.3.2 SOFIE Federation Architecture 
SOFIE enables combining several IoT platforms and ledgers into a federated IoT platform supporting the reuse of 
existing IoT infrastructure and data by various applications and businesses. Figure 3 illustrates the overall 
architectural approach.  

 
Figure 3. SOFIE Secure and Open Federation Architecture 

The completely decentralised7 core of the architecture is formed by the inter-ledger transaction layer, which allows 
transactions to be recorded into multiple blockchains or other ledgers in a logically atomic manner. We will build 
upon existing leading edge work, including the W3C-associated Inter-ledger Protocol (ILP)8, applying the results to 
the IoT domain, and developing them further. The logically atomic transactions will be implemented as multi-stage 
smart contracts whose resolution depends on the transactions being correctly recorded in all the participating 
ledgers, but without requiring that all the ledgers support smart contracts. 

The inter-ledger transaction layer will be used for three main purposes:  

x Describe the data (“things”) in the existing IoT platforms enabling financially tied IoT actuation between 
organisations and storing security-related data (see §1.3.3). For data description, our tentative plan is to use 
and augment W3C WoT Thing Descriptions9 or e.g. RFC6690. Whether the thing descriptions themselves or 
just their hashes and (short) URLs are recorded into the ledger(s) remains a research question, where e.g. the 
handling of “thing events” needs to be considered.  

x Enable secure and traceable IoT actuation. The idea is to negotiate and use smart (micro-) contracts that may 
span multiple ledgers to record intention or desire to actuate, to trigger actuation, to permanently record both 

                                                      
7 With complete decentralisation we mean that once deployed, the inter-ledger transaction layer will consist of physically 
decentralised blockchains and ledgers whose governance is also decentralised or “equilateralized” (see Section 1.4.2), allowing 
users to create inter-ledger transactions in a flexible manner without any central control or governance points. 
8 https://interledger.org 
9 https://w3c.github.io/wot-thing-description/ 
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Reflection
• Not rocket science 

• Mostly novel integrating of existing components 

• Security and privacy may be challenging 

• Especially end-to-end data security 

• Apparently lots of conflicting needs 

• Need community help to get the details right



Summary
• H2020 IoT-03 R&I, 2018–2020, 4.5 M€, 10 partners 

• Secure Open Federation of IoT platforms with DLTs 

• Trial areas: Gaming, Energy, Food chain 

• We are looking for 

• Community feedback (e.g. to our white paper) 

• New external trials / users (from mid 2018)


